
Appendix 

(From OCC Third Party Risk Bulletin 2013-29) 

An effective third-party risk management process follows a continuous life cycle for all relationships and incorporates the 
following phases: 

Planning: Developing a plan to manage the relationship is often the first step in the third-party risk management process. 
This step is helpful for many situations but is necessary when a bank is considering contracts with third parties that 
involve critical activities. 

Due diligence and third-party selection: Conducting a review of a potential third party before signing a contract5 helps 
ensure that the bank selects an appropriate third party and understands and controls the risks posed by the relationship, 
consistent with the bank’s risk appetite. 

Contract negotiation: Developing a contract that clearly defines expectations and responsibilities of the third party helps 
to ensure the contract’s enforceability, limit the bank’s liability, and mitigate disputes about performance. 

Ongoing monitoring: Performing ongoing monitoring of the third-party relationship once the contract is in place is 
essential to the bank’s ability to manage risk of the third-party relationship. 

Termination: Developing a contingency plan to ensure that the bank can transition the activities to another third party, 
bring the activities in-house, or discontinue the activities when a contract expires, the terms of the contract have been 
satisfied, in response to contract default, or in response to changes to the bank’s or third party’s business strategy. 

In addition, a bank should perform the following throughout the life cycle of the relationship as part of its risk 
management process: 

Oversight and accountability: Assigning clear roles and responsibilities for managing third-party relationships and 
integrating the bank’s third-party risk management process with its enterprise risk management framework enables 
continuous oversight and accountability. 

Documentation and reporting: Proper documentation and reporting facilitates oversight, accountability, monitoring, and 
risk management associated with third-party relationships. 

Independent reviews: Conducting periodic independent reviews of the risk management process enables management to 
assess whether the process aligns with the bank’s strategy and effectively manages risk posed by third-party relationships. 

Figure 1: Risk Management Life Cycle 
	  

	  
	  


